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Third Party Service Provider 
Cybersecurity Management: The 
(Not Quite) Last Requirement 
of the New York Department of 
Financial Services Cybersecurity 
Regulation
In prior issues, we have reported on the various requirements 
imposed by the New York Department of Financial Services (the 
DFS) Cybersecurity Regulation (23 NYCRR 500) (the Regulation) 
on “Covered Entities,” which are defined to include all licensees 
of the DFS. The Regulation’s final transition date is March 1, 2019, 
by which time Covered Entities are required to satisfy the obli-
gations of Section 11 of the Regulation for a Third Party Service 
Provider Security Policy.

What is required?
The Regulation requires covered entities to manage the cyber-
security of Information Systems and Nonpublic Information that 
are accessible to or held by Third Party Service Providers (TPSPs). 

Information Systems and Nonpublic Information. The earlier 
requirements of the Regulation have required Covered Entities 
to identify their Information Systems and Nonpublic Information, 
which can be summarized as:

 • Information Systems include electronic systems that process 
data or handle important business and operational functions 
of the Covered Entity.

 • Nonpublic Information includes electronic (not paper) infor-
mation that encompasses personal information (including 
health and medical information) as that term is normally used 
in state breach notification requirements, as well as business 
information that could, if compromised, cause a material harm 
to the business. 

Relationships in scope as a Third Party Service Provider. Many 
Covered Entities struggle with the definition of Third Party 
Service Provider, which is defined as: a “Person” that: (i) is not 
an “Affiliate” of the Covered Entity; (ii) provides services to the 
Covered Entity; and (iii) maintains, processes or otherwise is 
permitted access to Nonpublic Information through its provi-
sion of services to the Covered Entity. 23 NYCRR 500.01(n). For 
this purpose, the terms “Person” and “Affiliate” are defined as 
commonly used in other laws and regulations. Therefore, each 
Covered Entity needs to identify its TPSPs by carefully consider-
ing the following questions with respect to the Covered Entity’s 
relationship with any nonaffiliate:

 • Does the Person provide services to the Covered Entity?
 • Does the Person maintain, process or otherwise obtain access 

to Nonpublic Information through its provision of services to 
the Covered Entity?

If the answer to each of these questions is “yes,” then the Person 
is a TPSP for purposes of the Regulation. 

It is important to note that the definition of TPSP does not exempt 
Persons that are themselves Covered Entities, and that the DFS 
has clarified that the requirements concerning TPSPs apply to 
Persons that meet the definition, regardless of whether a TPSP 
is independently required to comply with the Regulation as a 
Covered Entity. This issue has been of particular interest to the 

insurance industry, where carriers that are Covered Entities have 
questioned whether they need to address the cybersecurity risk 
presented by their producers that are also Covered Entities but 
are not covered by the carrier’s cybersecurity program. If the 
producer provides services to the Covered Entity, and if, through 
providing these services, the producer maintains, processes or 
obtains access to Nonpublic Information, then the producer is 
a TPSP and must be considered in scope for purposes of the 
requirements of Section 11 of the Regulation. 

There are other, often more obvious, examples, such as out-
sourced IT, payment processors and payroll services providers, 
that would meet the definition of TPSP for the Covered Entity. 

Specific requirements of Section 11. Each Covered Entity must 
implement written policies and procedures designed to ensure 
the security of Information Systems and Nonpublic Information 
that are accessible to or held by TPSPs. These policies and pro-
cedures are to be based on the Risk Assessment of the Covered 
Entity, and must address the following, to the extent applicable:

 • the identification and risk assessment of TPSPs;
 • minimum cybersecurity practices required to be met by TPSPs 

in order for them to do business with the Covered Entity;
 • due diligence processes used to evaluate the adequacy of 

cybersecurity practices of TPSPs; and
 • periodic assessment of TPSPs based on the risk they present 

and the continued adequacy of their cybersecurity practices.

The Covered Entity’s policies and procedures are required to 
include relevant guidelines for due diligence and/or contrac-
tual protections relating to TPSPs. To the extent applicable, the 
guidelines should address requirements for access controls, 
encryption, notice to be provided to the Covered Entity in the 
event that the TPSP experiences a Cybersecurity Event, and 
contractual representations and warranties to be made by the 
TPSP that related to cybersecurity.

How to satisfy the Section 11 requirements?
For many Covered Entities, the requirements for TPSPs are oner-
ous and require thoughtful planning and careful execution. 

 • Determine what third parties are in scope. What services do 
they provide? In connection with the services, do they have 
access to Nonpublic Information and/or Information Systems?

 • Assess the risk. The risk assessment of TPSPs drives the 
requirements for policies and procedures, due diligence and 
contractual requirements. For Covered Entities with many 
relationships with TPSPs, project management may dictate 
that ranking certain types of relationships would be appropri-
ate, given the assessment of incumbent risk. 

 • Develop the policy. The Covered Entity must develop a TPSP 
cybersecurity policy “designed to ensure the security of 
Information Systems and Nonpublic Information that are acces-
sible to, or held by, [TPSPs],” based on the risk assessment. The 
specific requirements and guidelines described above must be 
incorporated to the extent applicable. Required levels of due 
diligence and contractual terms should be incorporated into 
and attached to the policy. The policy should contemplate that 
exceptions may need to be made, and certain risks may need 
to be accepted. The policy should provide for these situations, 
with appropriate provisions for approval of exceptions, risk 
acceptance and mitigation, and reassessment.

 • Implement the policy. Due diligence must be conducted and 
contractual terms implemented. Due diligence must be com-
pleted, usually involving some form of questionnaire, which 
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must be drafted, disseminated and evaluated, often requiring 
follow-up with particular TPSPs. Contracts must be reviewed 
and considered, and amended where appropriate, often with 
the use of a cybersecurity addendum to existing contracts. 
TPSPs can be expected to push back or negotiate these con-
tractual terms, often resulting in further discussion, review 
and negotiation. 

 • Make the deadline! With a transition date of March 1, 2019, 
there is much to accomplish to satisfy this requirement in a 
timely fashion in order to permit the Covered Entity to certify 
its compliance by the subsequent certification deadline of 
February 15, 2020. Working toward the March 1 deadline is 
not good enough. The exceptions and risk acceptance provi-
sions of the policy described above are critical to allow for 
follow-up items within the policy, without a failure to meet the 
deadline. For example, if the required contractual provisions 
with a particular TPSP cannot be completed prior to March 1, 
consider whether the policy permits an exception to be made, 
and risk to be mitigated and accepted.

It’s the final transition date; why is this not the last 
requirement?
Covered Entities must vet and onboard any new TPSPs in accor-
dance with the TPSP cybersecurity policy. Periodic risk assessments 
must be performed, even for current TPSPs, to address changes 
in the threat environment and other developments. As is true for 
most of the Regulation, the Section 11 requirements for TPSPs are 
ongoing for every Covered Entity. Covered Entities have a great 
deal to accomplish to satisfy these requirements by March 1, 2019, 
and to meet their continuing obligations under the Regulation. 

HIPAA Enforcement Update 
(January 1 –December 11, 2018)
Throughout 2018, the Department of Health and Human Services, 
Office for Civil Rights (OCR) has announced seven settlement 
agreements and one civil monetary penalty to resolve allega-
tions of Health Insurance Portability and Accountability Act 
(HIPAA) violations. As with past enforcement, much enforcement 
activity has centered around risks resulting from cybersecurity 
incidents and improper internal processes, including failure to 
undergo comprehensive security risk assessments, having insuf-
ficient HIPAA policies and procedures, and disclosing Protected 
Health Information (PHI) to vendors without a business associate 
agreement in place. From January 1, 2018 through December 11, 
2018, OCR announced the following enforcement actions:

 • On December 11, 2018, OCR announced a $111,400 settlement 
with Pagosa Springs Medical Center (PSMC), which is a critical 
access hospital located in Colorado. The settlement resulted 
from a complaint alleging that a former PSMC employee con-
tinued to have remote access to PSMC’s web-based schedul-
ing calendar, which contained patients’ electronic protected 
health information (ePHI), after separation of employment. 
As a result, OCR determined that ePHI of 557 individuals was 
impermissibly disclosed to the former employee. OCR also 
found that PSMC failed to enter into a business associate 
agreement with the web-based scheduling calendar vendor.

 • On December 4, 2018, OCR announced a $500,000 settlement 
with Advanced Care Hospitalists PL (ACH), which provides 
contracted internal medicine physicians to hospitals and nurs-
ing homes in west central Florida. Between November 2011 
and June 2012, ACH engaged the services of an individual 

providing medical billing services under the name Doctor’s 
First Choice Billing, Inc. (First Choice). A breach involving 400 
individuals was reported to OCR when it was discovered that 
these individuals’ names, Social Security numbers, and dates 
of birth were publicly viewable on First Choice’s website. OCR’s 
investigation revealed that ACH never obtained a business 
associate agreement with First Choice and failed to adopt any 
policy requiring business associate agreements until April 2014. 
OCR’s investigation also revealed that ACH had not conducted 
a risk analysis or implemented security measures or written 
HIPAA policies and procedures before 2014.

 • On November 26, 2018, OCR announced a $125,000 settle-
ment with Allergy Associates, a health care practice that 
specializes in treating individuals with allergies. The prac-
tice is comprised of three doctors at four locations across 
Connecticut. OCR reported that Allergy Associates con-
tacted a local television station to speak about a dispute that 
had occurred between a patient and an Allergy Associates’ 
doctor. When the reporter subsequently contacted the doc-
tor involved, the doctor impermissibly disclosed the patient’s 
PHI to the reporter. OCR found that the doctor’s discussion 
demonstrated a reckless disregard for the patient’s privacy 
rights. After the disclosure, OCR concluded that the practice 
failed to take disciplinary action against the doctor or take any 
corrective action, even though the doctor was advised by the 
practice’s privacy officer not to speak to reporters. 

 • On October 15, 2018, OCR announced a $16 million settle-
ment with Anthem, Inc. (Anthem) to resolve the largest U.S. 
health data breach to date. It is reported that cyber-attackers 
gained access to Anthem’s IT system and stole ePHI of nearly 
79 million people, including names, Social Security numbers, 
medical identification numbers, addresses, and dates of 
birth. OCR alleged that Anthem failed to implement appro-
priate measures for detecting hackers, failed to conduct an 
enterprise-wide risk analysis, had insufficient procedures to 
regularly review information system activity, failed to identify 
and respond to suspected or known security incidents, and 
failed to implement adequate minimum access controls to 
prevent the cyber-attackers from accessing sensitive ePHI. 

 • On September 20, 2018, OCR announced settlements total-
ing $999,000 with three different hospitals in the Boston, 
Massachusetts area for the hospitals’ actions that compro-
mised the privacy of patients’ PHI. According to the OCR 
press release, Boston Medical Center, Brigham and Women’s 
Hospital, and Massachusetts General Hospital allowed film 
crews on premises for an ABC television network documentary 
series without first obtaining patients’ consent. In addition to 
the settlements, each hospital agreed to provide workforce 
training that will include OCR’s guidance on disclosures to 
film and media. 

 • On June 18, 2018, OCR announced that an Administrative Law 
judge granted summary judgment in favor of OCR ordering 
The University of Texas MD Anderson Cancer Center (MD 
Anderson) to pay $4,348,000 in civil monetary penalties to 
resolve HIPAA violations. OCR investigated MD Anderson 
following three separate data breach reports in 2012 and 
2013 involving the theft of an unencrypted laptop from the 
residence of an MD Anderson employee and the loss of two 
unencrypted thumb drives containing the ePHI of over 33,500 
individuals. Through its investigation, OCR determined that 
MD Anderson disregarded its written encryption policies 
and, prior to the breaches at issue, had previously identified 
that the lack of device-level encryption posed a high risk to 
the security of ePHI.
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 • On February 13, 2018, OCR announced a $100,000 settle-
ment for Filefax, Inc.’s (Filefax) HIPAA violations, stressing 
that consequences for HIPAA violations do not cease after 
a business closes. Prior to closing its business operation in 
2016, Filefax provided storage, maintenance and delivery 
of medical records for covered entities. Upon receiving an 
anonymous complaint, OCR launched an investigation that 
revealed Filefax kept the PHI of approximately 2,150 patients 
in an unlocked truck in its parking lot and allowed an unau-
thorized person to remove the PHI from Filefax, Inc. A receiver 
appointed to liquidate Filefax’s assets agreed to pay the 
$100,000 settlement to OCR from the receivership estate. 

 • On February 1, 2018, OCR announced a $3.5 million settle-
ment with Fresenius Medical Care North America (FMCNA) 
resulting from breach reports at five FMCNA owned facilities 
occurring between February 23, 2012 and July 18, 2012. The 
OCR press release indicates that five of FMCNA’s facilities 
provided unauthorized access to patients’ ePHI. The press 
release underscores the need for an enterprise-wide risk 
analysis, and that covered entities must undertake a thor-
ough examination of their internal policies and procedures to 
ensure patients’ health information is adequately protected in 
conformity with federal law.

OCR has also provided guidance throughout the year address-
ing various areas of concern. In January 2018, OCR issued its 
Cybersecurity Newsletter focusing on cyber extortion, which 
could include ransomware and Denial of Service and Distributed 
Denial of Service attacks. Malicious software for cyber extortion 
continues to develop and change to search for new vulnerabili-
ties within organizations. To address the risk of cyber extortion, 
OCR’s guidance recommends activities such as: 

 • implementing a robust risk analysis and risk management 
program that identifies and addresses cyber risks holistically 
throughout the entire organization; 

 • implementing robust inventory and vulnerability identifica-
tion processes to ensure accuracy and thoroughness of the 
risk analysis; 

 • training employees to identify suspicious emails and other 
messaging technologies that could introduce malicious soft-
ware into the organization; 

 • deploying proactive anti-malware solutions; 
 • patching systems to fix known vulnerabilities; 
 • hardening internal network defenses and limiting internal 

network access to deny or slow the lateral movement of an 
attacker; 

 • implementing and testing robust contingency and disaster 
recovery plans to ensure the organization can recover from a 
cyber-attack; 

 • encrypting and backing up sensitive data; 
 • implementing robust audit logs and reviewing such logs regu-

larly for suspicious activity; and
 • remaining vigilant for new and emerging cyber threats and 

vulnerabilities.

On October 16, 2018, OCR and the HHS Office of the National 
Coordinator for Health Information Technology (ONC) 
announced that the agencies’ Security Risk Assessment (SRA) 
Tool was updated to make it easier to use and apply more 
broadly to the risks of health information. The tool is designed 
for use by small to medium-sized health practices and busi-
ness associates to help them identify risks and vulnerabilities 
to ePHI. The efforts to update this SRA tool further emphasizes 

the significance OCR places on comprehensive and routine risk 
assessments and compliance with the SRA requirements of the 
HIPAA Security Rule.

Drone-Related Cybersecurity Risks 
Abound Both in the Air and on 
the Ground
As the use of drones (small unmanned aerial systems or UASs) 
has continued to expand, a great deal of ink has already been 
spilled over two categories of risk associated with their opera-
tion: 1) bodily injury and property damage caused by negligent 
and/or malicious operations; and, 2) claims for invasion of pri-
vacy, nuisance and trespass. Cybersecurity, however, has not 
received nearly as much attention. Yet it represents a significant 
risk that must be considered by the industry. Take for example 
the recent report by an Israeli cybersecurity firm, Check Point 
Research, which highlighted a troubling vulnerability with the 
website of DJI, the world’s largest manufacturer of commercial 
drones.

Check Point identified that a vulnerability with DJI’s website 
(as opposed to the software used in the drones themselves), if 
exploited, would allow hackers to obtain access to flight logs 
showing exactly where a drone had travelled, as well as the 
photos and videos taken by the drone. Moreover, under certain 
circumstances, hackers could have gained access to live camera 
views and map views during flights. Finally, hackers were able to 
access information associated with a DJI user’s account, including 
user profile information. After DJI was notified of the vulnerability, 
it responded with a patch and further reported there was no evi-
dence the vulnerability had actually been exploited. 

Check Point’s identification of the vulnerability demonstrates 
that, as with all other data collected and stored, data derived 
from drones is exposed to cybersecurity concerns. To that end, 
while many focus on the regulatory issues relating to where and 
how drones may operate, the industry cannot lose sight of the 
fact that drones are very efficient data collection platforms, 
generating significant amounts of sensitive data that have value 
and must be protected. Thus, drone operators and service 
providers are attractive targets for hackers before, during and 
after conducting flights. The collected raw or processed data 
sitting on a local server or in the cloud could very well be subject 
to ransomware seizures demanding cryptocurrency payments to 
release, other malware or Trojan horse infiltrations, and spoofing 
of accounts and/or destinations to which client data is to be sent. 

Accordingly, those who are operating drones in their day-to-day 
business, or who are operating drones as third-party service 
providers for others, must take care to assure that the data, par-
ticularly that containing sensitive account activity and personally 
identifiable information, are protected. Appropriate risk manage-
ment efforts are essential, such as assessing insurance needs 
and available coverages, reviewing or including indemnitees 
and disclaimers in contracts, and assessing regulatory compli-
ance obligations to assure that you are protected in the event 
you experience an issue with data you have collected. If you are a 
drone owner or operator, or use the services of one, do you know 
what obligations you have to monitor the security of the data you 
collect? If your, or your client’s, data have been seized by hackers, 
do you know what obligations you have to notify your clients, the 
authorities, your insurance carriers? As with all matters relating 

https://research.checkpoint.com/dji-drone-vulnerability/
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to cybersecurity, it is not a question of if, but when the need to 
address these questions will arise for drone operators.

The GDPR – Some Troublesome 
Aspects and Misconceptions, 
Part II: Confusion Around 
Marketing and Consent
In the last edition of the Privacy & Cybersecurity newsletter, we dis-
cussed troublesome aspects and misconceptions of the GDPR 
related to application of the regulation. Here, we tackle issues 
around marketing and consent.

One of the main changes brought about by the GDPR is that it is 
much more difficult to obtain a valid “consent” from an individual 
to process his or her data. This is important because you must 
have a legal basis to process personal data. Under the previous 
law, obtaining consent was probably the most common way for 
organizations to show that their data processing was lawful. Often 
they achieved this simply by having general terms and conditions 
which conferred consent to all data processing unless individuals 
ticked a box to opt-out or unticked a pre-ticked box. 

Under GDPR, consent can no longer be obtained in this way. 
Consent must be freely given, specific, informed and unambigu-
ous. It can never be implied, pre-ticked boxes are not allowed, 
and it cannot be general. In other words, it requires an “opt-in.”

For this reason, many organizations assumed that, in order to 
continue to send marketing materials once GDPR was in force, 
recipients had to “opt-in” beforehand and, if they did not, their 
contact details had to be removed from the database. This was 
of great concern because of the huge reliance businesses place 
on their database of customers and contacts. Sometimes this is 
their most valuable asset. They therefore wrote to all their cus-
tomers and other contacts, whether businesses or consumers, 
requesting an opt-in and promising to delete details and cease 
sending any communication if that opt-in was not received by 
May 25, 2018.

The fundamental error in this approach is that consent is not the 
only or the most appropriate legal basis for the processing of per-
sonal data involved in storing customer and contact information 
and sending communications. GDPR makes it clear that direct 
marketing can be a “legitimate interest” so long as the recipient 
has not opted out and is given an opportunity to do so. The main 
limitation to this is in another European law, the “e-privacy direc-
tive.” This requires that any form of electronic marketing, such 
as email or text, can only be sent with specific GDPR standard 
consent, but this is subject to two exceptions. The first is that it 
only applies to individuals. Second, consent is not required for 
existing customers who bought or negotiated the purchase of a 
similar product or service from the organization in the past.

The conclusion is that, broadly:
 • Organizations that have a genuine relationship with a busi-

ness can continue to send the business e-marketing materials 
and keep them in their databases without consent, so long as 
the organizations provide an opt-out.

 • Organizations can continue to send e-marketing materials 
to individuals without opt-in consent where it has previously 
sold the individuals similar goods or services or negotiated 
to do so.

One can only speculate on how many organizations unneces-
sarily deleted vast quantities of valuable contact information 
and stopped communicating with their customers by misunder-
standing these rules.

California Consumer Privacy Act: 
A Priority for 2019
As reported in our last newsletter, California has enacted a 
game-changer in the U.S. privacy regime. Concepts imported 
from the EU General Data Protection Regulation, such as the 
right to be forgotten, will be introduced to American shores 
for the first time. Businesses that are subject to the California 
Consumer Privacy Act (California Code, Cal. Civ. Code tit. 1.81.5, 
the “CaCPA”) need to plan now for the upcoming requirements. 
Even though additional amendments are expected in the com-
ing months, the basic concepts are not expected to change, and 
their requirements will impose significant obligations that will 
require planning and preparation long in advance of the effec-
tive date of January 1, 2020, and the enforcement date by July 1, 
2020 (the law provides for an enforcement date of the earlier 
of July 1, 2020 or six months after the date that the California 
Attorney General issues the final regulations). 

Rights and Obligations under the CaCPA
 • Notice of Rights Under the CaCPA. California Code, Cal. Civ. 

Code § 1798.100 requires businesses to provide consumers 
with a notice of their rights under the CaCPA. These notices 
must be prepared in advance and provided to consumers at 
or prior to the time when personal information is collected, on 
and after the effective date of January 1, 2020.

 • Disclosure Requirements. The CaCPA requires businesses 
to disclose a variety of information to consumers. California 
Code, Cal. Civ. Code § 1798.100. When or before personal 
information is collected, the business must disclose to the 
consumer the categories of personal information to be col-
lected and the purposes for which the categories of personal 
information will be used. In addition, upon request (up to 
twice in any 12-month period), businesses must disclose the 
categories and specific pieces of personal information the 
business has collected from the consumer. These disclosure 
obligations require businesses to understand fully their data 
collection and use practices, map and control the sharing 
and transmission of data, and craft appropriate disclosures in 
advance of the effective date. 

 • Right to be Forgotten. The CaCPA provides consumers with 
the right to demand that a business delete all personal infor-
mation collected by the business from the consumer – com-
monly referred to as the right to be forgotten. California Code, 
Cal. Civ. Code § 1798.105. To respond to these demands, 
businesses will need to map their consumer data to be able 
to identify all places within the organization where the data 
resides, including all of the business’s systems, paper files, 
and third party vendor relationships. Compliance with this 
requirement will mean that the business can find and delete 
the information, and document and confirm its satisfaction of 
the demand. 

 • Opt-Out Right for Sales of Personal Information. If a business 
sells personal information, each consumer must be afforded 
the right to direct the business not to sell the consumer’s per-
sonal information. California Code, Cal. Civ. Code § 1798.120. 
Notice of this opt-out right must be provided to consumers 

https://www.lockelord.com/newsandevents/publications/2018/08/~/link.aspx?_id=134A4D66AEE942708E3662A1813731D6&_z=z
https://www.lockelord.com/newsandevents/publications/2018/08/~/link.aspx?_id=31EB4259D27F4493899E96249850A70B&_z=z
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?lawCode=CIV&division=3.&title=1.81.5.&part=4.&chapter=&article=
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?lawCode=CIV&division=3.&title=1.81.5.&part=4.&chapter=&article=
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in accordance with prescribed requirements. California Code, 
Cal. Civ. Code § 1798.135.

Planning for Compliance
In order to be in compliance with the requirements of the CaCPA, 
businesses will need to take the following actions, beginning 
early in 2019:

 • Project Plan and Timeline. Right after the New Year, assemble 
a team responsible for CaCPA compliance. The team should 
develop a timeline leading up to full compliance on January 1, 
2020. The required activities, policies and procedures need 
to be identified and planned for development, drafting and 
implementation. 

 • Data Mapping. Unlike other data mapping projects under-
taken by many U.S. businesses, compliance with the CaCPA 
will require a deeper understanding of a broader set of 
data. Beyond prior definitions of personal information and 
nonpublic information, the definition of personal informa-
tion under the CaCPA requires business to understand all 
information identifiable to an individual, regardless of for-
mat (including paper), whether or not publicly available, 
including even simple contact information. Therefore, new 
systems, operations, and third party relationships will need 
to be mapped to determine what information is collected, 
how and from whom it is collected, where it resides and how 
it is used, with whom it is shared, and how it can be deleted. 

 • Processes for Responding to Consumer Requests and 
Demands. Each business must establish processes to 
receive, track, and respond to consumer requests and 
demands to comply with the requirements of the CaCPA. 
California Code, Cal. Civ. Code § 1798.130. For example, the 
CaCPA permits each consumer to request his or her informa-
tion up to twice in any 12-month period. Businesses should 
decide how they will respond to additional requests that 
may be received within the period, and plan their response 
accordingly. Protocols must also be established for third 
party service providers, in order to identify those related to 
any particular request or demand, require their compliance 
with the various provisions of the CaCPA (such as to delete 
particular consumer information), and control their further 
use or dissemination of the information. 

California Takes the First Step 
With IoT: Will the Federal 
Government Follow?
This past September, California became the first state to take a 
first (small) step in addressing Internet of Things (IoT) security. 
IoT devices include home security cameras, home temperature 
controllers, and a myriad of other devices that are usually con-
nected wirelessly to local area networks inside homes. IoTs have 
a reputation for poor security, as they often come with no pass-
word or a password that is easy to crack. 

The Mirai botnet attack of September 2016 highlights the havoc 
caused by inadequate IoT security. A group of teenagers cre-
ated the Mirai botnet, which utilized unsecure IoT devices to 
stage a distributed denial-of-service (DDoS) attack to cripple 
several high profile internet services, leaving the Dyn DNS ser-
vice provider temporarily offline and rendering many popular 
websites inaccessible, including Airbnb, Amazon, HBO, Netflix, 
PayPal, and Twitter. What is scary is that the Mirai attack affected 

a few hundred thousand affected IoT devices. There are cur-
rently billions of IoT devices deployed around the world. Some 
estimate  the number could reach 20 billion by 2020, if we aren’t 
there already. 

California’s IoT cybersecurity law, California Senate Bill 327, sig-
nifies one attempt to address the risks associated with the lack 
of security for IoT devices. SB 327 was signed in September 2018 
by Governor Jerry Brown and will go into effect January 1, 2020. 

The IoT cybersecurity law requires manufacturers of IoT devices 
to equip the device with reasonable security features that are:

 • Appropriate to the device’s nature and function and;
 • Appropriate to the information the device may collect, con-

tain or transmit; and
 • Designed to protect the device and any of its information 

from unauthorized access, destruction, use, modification or 
disclosure.

Moreover, under the IoT cybersecurity law, IoT devices that are 
outside of a local area network must come equipped with a 
unique preprogrammed password or the device must contain a 
security feature that requires the use to generate a new means 
of authentication prior to first use. 

Although some proponents have welcomed the IoT cyberse-
curity law as a step in the right direction, others are less san-
guine. First, the law does not fully define what security features 
are “reasonable,” leaving it to IoT manufacturers to determine 
whether the security features that they employ are compliant. 
Manufacturers could look to guidance from agencies such as 
the National Institutes for Standards and Technology (NIST) to 
evaluate what will be “reasonable,” as NIST is currently seeking 
comments on draft guidance that addresses security and privacy 
risks associated with IoT devices. Without further direction from 
the California legislature, such clarification will likely come from 
future litigation as to whether an IoT manufacturer has equipped 
its device with a reasonable security feature. However, the IoT 
law does not grant private parties a cause of action; it delegates 
enforcement exclusively to the California Attorney General, city 
attorneys, county counsels, and district attorneys. Therefore, it 
will be up to these entities to pursue the issue under the IoT law, 
meaning that others, such as affected consumers, would have to 
seek relief under other legal theories or authority.

Second, some critics have argued that the bill’s focus on pass-
words reflects a “superficial understanding” of IoT security 
risks, observing that the focus on passwords fails to address 
other security concerns. For example, some experts warn that 
the major security concern with IoT devices is the prevalence 
of unnecessary features that pose increased security risk. The 
solution, then, becomes not the addition of ineffectual security 
features, but the “hardening” of IoT devices by removing unnec-
essary features such as open listening ports. Others have sug-
gested that IoT devices be restricted to “isolation” mode on the 
WiFi access point so that they will not be allowed to talk to each 
other, thereby preventing them from infecting other IoT devices 
or other devices on the network. 

Third, now that California has acted where the federal govern-
ment has not, other states may soon follow. The result could 
be a patchwork of conflicting state laws similar to the breach 
notice laws enacted in all 50 states. In that instance, manufactur-
ers could face different - and possibly conflicting - IoT security 
requirements for IoT products sold in each state. Without the 
benefit of a uniform federal law, the costs to manufacturers 
could be considerable.

https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide
https://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=201720180SB327
https://csrc.nist.gov/publications/detail/nistir/8228/draft
https://blog.erratasec.com/2018/09/californias-bad-iot-law.html#.XBHFs2hKjBU
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Four years ago, a Federal Trade Commission (FTC) report 
observed that “increased connectivity between devices and the 
Internet may create a number of security and privacy risks.” In 
the wake of the Mirai attack, there have been some attempts by 
the federal government to address IoT security. For example, 
the IoT Cybersecurity Improvement Act of 2017 would require 
federal agencies to include provisions in government contracts 
to address security for IoT devices. However, the bill remains 
before the Committee on Homeland Security and Government 
Affairs. Moreover, even if passed, it would only address fed-
eral government contracts, and not the legion of IoT devices 
deployed in the private sector. Likewise, the IoT Consumer TIPS 
Act of 2017 would direct the FTC to develop “voluntary edu-
cational cybersecurity resources for consumers” relating to the 
IoT, and the SMART IoT Act would require the Department of 
Commerce to study the state of the IoT industry. Like the IoT 
Cybersecurity Improvement Act of 2017, these other bills remain 
in committee. None of these would establish a standard security 
directive for IoT devices destined for the private sector.

California remains at the forefront of governmental attempts to 
address IoT security. It will be seen whether California’s action 
will prompt action by other states or at the federal level.

Biometrics: Illinois Appellate 
Court Potentially Revives “No-
Injury” Lawsuits Under the 
Biometric Information Privacy Act
On September 28, 2018, an Illinois Appellate Court issued an 
opinion that will likely increase class action filings under Illinois’s 
Biometric Information Privacy Act (“BIPA”). In Sekura v. Krishna 
Schaumburg Tab, Inc., 2018 IL App (1st) 180175, the Court held 
that BIPA’s plain language does not require a plaintiff who 
alleges a statutory violation to allege an additional injury in 
order to state a claim. This decision from the First District devi-
ates from the Second District’s 2017 holding in Rosenbach v. Six 
Flags Entertainment Corp., which held that a BIPA plaintiff who 
alleges a statutory violation without a resulting injury may not 
sue under the statute. 2017 IL App (2d) 170317.

This split will be resolved soon, as the Illinois Supreme Court 
recently heard oral argument in Rosenbach and should there-
fore definitively decide who a “person aggrieved” is under BIPA.

BIPA prohibits private entities from obtaining or using an indi-
vidual’s biometric information without first providing defined 
notices and obtaining written consent to do so. 740 ILCS 14/15(a), 
(b). BIPA allows any “person aggrieved” by a statutory violation 
to sue for either actual damages or “liquidated damages” of 
between $1,000 and $5,000, plus attorneys’ fees and injunctive 
relief. 740 ILCS 14/20.

“Person aggrieved” is not defined in the statute, which has led to 
conflicting decisions about whether an actual injury is required 
to have standing to sue. Compare McCollough v. Smarte Carte, 
Inc., 2016 WL 4077108, at *4 (N.D. Ill. Aug. 1, 2016) (dismissing 
BIPA action for lack of actual damages) and Vigil v. Take-Two 
Interactive Software, Inc., 235 F. Supp. 3d 499, 521 (S.D.N.Y. 2017) 
(dismissing BIPA claim where there was no injury attributable 
to procedural BIPA violation) (aff ’d2017 WL 5592589 (2nd Cir. 
Nov. 21, 2017)) with Monroy v. Shutterfly, Inc., 2017 WL 4099846, 
at *9 (N.D. Ill. Sept. 15, 2017) (rejecting argument that “per-
son aggrieved” requires an actual injury) and In re Facebook 
Biometric Information Privacy Litigation, 2018 WL 1794295, at 

*7 (N.D. Cal. Apr. 16, 2018) (holding that a statutory violation is 
an invasion of privacy sufficient to create statutory standing to 
sue, and that no further tangible injury (such as identity theft or 
financial loss) needs to be shown).

The defendant in Sekura operated a tanning salon that 
allegedly collected class members’ fingerprints in connection 
with purchases of services and enrollment in defendant’s 
national membership database. The plaintiff alleges that she 
was required to scan her fingerprint each time she visited the 
defendant, and that defendant disclosed this fingerprint data to 
an out-of-state third-party vendor. The defendant allegedly did 
not provide the specific notice or receive from the plaintiff the 
written release required by BIPA. The plaintiff alleges that she 
was deprived of her legal rights by defendant’s violation of the 
statute and that she suffers from mental anguish. 

The Appellate Court rejected the holding in Rosenbach that if a 
technical violation of the statute was actionable it would render 
the word “aggrieved” superfluous, finding that the statute’s 
plain language “does not state that a person aggrieved by a 
violation of this Act—plus some additional harm—may sue.” 
2018 IL App (1st) 180175, ¶¶ 50-55 (“If the drafters had intended 
to limit the pool of plaintiffs to those plaintiffs who had been 
both aggrieved by a violation of the Act and aggrieved by some 
additional harm or injury, they could have easily stated that.”). 
In its analysis, the Court reviewed the definition of “aggrieved” 
and was satisfied that a deprivation of legal rights would render a 
person “aggrieved” under the statute. Id. at ¶¶ 52-53. The Court 
also found persuasive BIPA’s legislative history and similarities 
with other statutes that use the term “aggrieved.”

Notably, the Sekura Court observed that even if it agreed with the 
Rosenbach decision, the facts in Sekura would be distinguishable 
because the plaintiff in Sekura alleged “(1) an injury to her 
legal right to privacy of her own biometric information; by the 
disclosure of this information to an out-of-state third party 
vendor, and (2) mental anguish.” Id. at ¶¶ 76-77 (“To be clear, we 
find that the statutory violations to plaintiff’s privacy constituted 
harm even without disclosure, but the disclosure in the case at 
bar makes it distinguishable from Rosenbach.”). 

Given the district split at the appellate level, the Sekura defen-
dant has filed a petition for leave to file an appeal with the 
Illinois Supreme Court, which is already slated to decide in the 
Rosenbach appeal whether a “person aggrieved” includes a 
plaintiff who has experienced only a technical statutory viola-
tion or whether an actual injury is required as well. That deci-
sion—which could potentially address Sekura as well if the 
appeals are consolidated—will bind Illinois courts and federal 
courts applying BIPA. While an affirmance in Rosenbach would 
not necessarily be dispositive in Sekura given plaintiff’s alleged 
injuries, it would nonetheless make class certification difficult 
due to individualized injury determinations. And, of course, if 
the Illinois Supreme Court decides that BIPA has no actual-injury 
requirement, a wave of new class actions will be sure to follow.
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New Ohio Data Security Law 
Offers Safe Harbor: May Signal 
New Trend
A first-of-its-kind data security law, the recently enacted Ohio Data 
Protection Act1 may signal the beginning of a new trend in the legal 
approach to corporate cybersecurity obligations. At the same time, 
it may provide some assistance to businesses struggling to ensure 
that they have implemented legally required data security.

Titled “An Act . . . to provide a legal safe harbor to covered enti-
ties that implement a specified cybersecurity program . . . ” the 
Ohio Data Protection Act took effect on November 1, 2018 and 
introduces two very important concepts relevant to cybersecu-
rity compliance:

 • First, the Act implicitly recognizes that compliance with 
selected industry norms and best practices provides legally 
compliant “reasonable security;” and

 • Second, for businesses that follow one of the approaches des-
ignated in the Act, the Act provides a safe harbor in the form 
of an affirmative defense to any tort action that is brought 
against the business alleging that its failure to implement 
reasonable information security controls resulted in a data 
breach concerning personal information.

The Act applies to any business that accesses, maintains, commu-
nicates, or processes “personal information” and/or “restricted 
information.” Those terms are defined as follows: 

 • “Personal information” covers an individual’s name (consisting 
of the individual’s first name or first initial and last name), in 
combination with any one of the following: (i) Social Security 
number; (ii) Driver’s license number or state identification card 
number; (iii) Account number or credit or debit card number, 
in combination with and linked to any required security code, 
access code, or password that would permit access to an 
individual’s financial account.2

 • “Restricted information” means any information about an 
individual, other than personal information, that, alone or in 
combination with other information, including personal infor-
mation, can be used to distinguish or trace the individual’s 
identity or that is linked or linkable to an individual, if the infor-
mation is not encrypted, redacted, or altered by any method 
or technology in such a manner that the information is unread-
able, and the breach of which is likely to result in a material risk 
of identity theft or other fraud to person or property.

To obtain the benefit of the affirmative defense, a business 
must “create, maintain, and comply with a written cybersecurity 
program” that satisfies three requirements. The cybersecurity 
program must:

 • “Contain administrative, technical, and physical safeguards 
for the protection of personal information [or personal 
information and restricted information] that reasonably 
conforms to an industry recognized cybersecurity framework 
as described in [the Act].”3

 • “Be designed to do all of the following with respect to the 
[personal and/or restricted information],” as applicable:

1. Protect the security and confidentiality of the information;

1 ORC 1354 et seq.
2 ORC 1354.01(D); 1349.19.
3 ORC 1354.02(A) (emphasis added)

2. Protect against any anticipated threats or hazards to the 
security or integrity of the information;

3. Protect against unauthorized access to and acquisition of 
the information that is likely to result in a material risk of 
identity theft or other fraud to the individual to whom the 
information relates, and4

 • Be appropriate in “scale and scope” based on all of the 
following factors:

1. The size and complexity of the covered entity;
2. The nature and scope of the activities of the covered 

entity;
3. The sensitivity of the information to be protected;
4. The cost and availability of tools to improve in formation 

security and reduce vulnerabilities;
5. The resources available to the covered entity.5

Businesses that meet these requirements are entitled to 
an affirmative defense to any cause of action sounding in 
tort brought under the laws of Ohio or in the courts of Ohio 
alleging that the failure to implement reasonable information 
security controls resulted in a data breach concerning personal 
information, or restricted information.6

The “industry-recognized cybersecurity frameworks” that qual-
ify for the safe harbor under the Act (and to which an organiza-
tion’s cybersecurity program must “reasonably conform”) are 
the following:

For all businesses:
 • NIST Cybersecurity Framework7

 • NIST Special Publication 800-171 (“Protecting Controlled 
Unclassified Information in Nonfederal Systems and 
Organizations”)8

 • NIST Special Publications 800-539  (“Security and Privacy 
Controls for Information Systems and Organizations”) and 
800-53A (“Assessing Security and Privacy Controls in Federal 
Information Systems and Organization”)10

 • The Federal Risk and Authorization Management Program 
(FedRAMP) Security Assessment Framework11

 • Center for Internet Security, Critical Security Controls for 
Effective Cyber Defense12

 • International Organization for Standardization / International 
Electrotechnical Commission 27000 Family of Information 
Security Standards - information security management sys-
tems ISO-27000 family13

4 ORC 1354.02(B).
5 ORC 1354.02(C).
6 ORC 1354.02(D).
7 NIST Framework for Improving Critical Infrastructure Cybersecurity, 
Version 1.1 (April 16, 2018); available here.
8 NIST SP 800-171, Rev. 1, Protecting Controlled Unclassified Information 
in Nonfederal Systems and Organizations (December 2016); available here.
9 NIST SP 800-53, Rev 5, “Security and Privacy Controls for Information 
Systems and Organizations, (August 2017); available here.
10 NIST SP 800-53A, Rev 4, Assessing Security and Privacy Controls in 
Federal Information Systems and Organization (December 18, 2014); avail-
able here.
11 FedRAMP Security Assessment Framework, Ver. 2.4 (November 15, 
2017); available here.
12 CIS Controls, available here.
13 ISO/IEC 27000 Family of Information Security Standards.

https://www.ohioattorneygeneral.gov/
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-171r1.pdf
https://csrc.nist.gov/CSRC/media/Publications/sp/800-53/rev-5/draft/documents/sp800-53r5-draft.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53Ar4.pdf
https://www.fedramp.gov/assets/resources/documents/FedRAMP_Security_Assessment_Framework.pdf
https://www.cisecurity.org/controls/
https://www.itgovernance.co.uk/iso27000-family
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For regulated businesses:
 • HIPAA security requirements
 • GLB security requirements
 • FISMA
 • Health Information Technology for Economic and Clinical 

Health Act
 • PCI standard

This approach appears to recognize that cybersecurity pro-
grams based on any of the foregoing provide “reasonable secu-
rity,” and that providing “reasonable security” is a defense in 
the case of a breach.

This Ohio statute is the first cybersecurity law providing an 
express safe harbor for entities that exercise “reasonable 
security”. However, it should be noted that a few years ago the 
California Attorney General released a report setting forth what 
might be described as a reverse safe harbor – i.e., if you don’t 
take certain steps, then you will be deemed not to have pro-
vided legally compliant reasonable security.

In the “California Data Breach Report 2012 – 2015,”14 the 
California Attorney General referenced the requirement 
under California law that businesses implement “reasonable” 
security,15 and noted that the Center for Internet Security’s 
Critical Security Controls for Effective Cyber Defense (the 
Controls)16 are designed to address this challenge.17 But then 
the Report went further, stating that failure to implement those 
Controls constitutes a lack of reasonable security. Specifically, 
the Report states that:

The 20 controls in the Center for Internet Security’s 
Critical Security Controls identify a minimum level of 
information security that all organizations that collect or 
maintain personal information should meet. The failure to 
implement all the Controls that apply to an organization’s 
environment constitutes a lack of reasonable security.18

It is unclear whether either the safe harbor approach adopted by 
the Ohio statute or the so-called reverse safe harbor approach 
promoted by the California Attorney General will gain traction. 
But as businesses struggle with the issue of defining “reason-
able security,” we can probably expect to see more law and 
regulation along these lines.

14 California Data Breach Report 2016, California Attorney General 
(February 2016), at p. 27-34.
15 See Cal. Civ. Code § 1798.81.5(b). (“A business that owns or licenses 
personal information about a California resident shall implement and 
maintain reasonable security procedures and practices appropriate to the 
nature of the information, to protect the personal information from unau-
thorized access, destruction, use, modification, or disclosure.”)
16 The CIS Critical Security Controls for Effective Cyber Defense, 
Version 6, October 15, 2015, available from the Center for Internet Security. 
Formerly known as the SANS Top 20, the Controls are now managed by 
the Center for Internet Security (CIS), a non-profit organization that pro-
motes cybersecurity readiness and response by identifying, developing, 
and validating best practices.
17 Id. at p. 30.
18 Id. (emphasis added).

WM Morrison v Various Claimants: 
Employer Vicariously Liable for 
Data Protection Breach
On October 22, 2018, the Court of Appeal of England and 
Wales gave its judgment in WM Morrison Supermarkets PCL v 
Various Claimants.1 In upholding the decision of the High Court, 
this case has the potential to strike fear into companies – and 
their insurers – the length and breadth of the land.

The central issue in the appeal was whether WM Morrison 
Supermarkets plc (Morrisons), is liable to pay damages to its 
current and former employees whose personal and confiden-
tial information were unlawfully disclosed on the internet by 
the criminal act of another employee, in breach of the Data 
Protection Act (DPA), arising from a grudge that employee had 
against Morrisons.

The case has important implications because Morrisons was 
generally found not to be at fault itself in relation to its handling 
of personal data and because the number of data subjects 
affected makes it likely that the exposure in damages will be 
considerable.

Background
Morrisons employed Andrew Skelton as a senior IT internal audi-
tor. In July 2013 it disciplined Mr. Skelton, which left him with a 
grudge against Morrisons. Some four months later, Morrisons’ 
external auditor, KPMG, requested a copy of its payroll data 
relating to around 100,000 employees. Skelton was the conduit 
for the provision of this data from Morrisons’ HR department to 
KPMG. However, in addition to copying it onto a USB stick for 
the auditor, he also copied it onto a personal USB stick. Two 
months afterwards, Skelton used the second copy to post the 
payroll data on a file sharing website. When that failed to attract 
attention, he anonymously sent a CD containing the data and a 
link to the file-sharing site to three newspapers.

The newspapers reported the leak to Morrisons which promptly 
had the file sharing site taken down and informed the police. 
Skelton was convicted of fraud and offences under the 
Computer Misuse Act and DPA. He was sentenced to eight 
years’ imprisonment.

Some 5,500 Morrisons employees claimed damages against 
Morrisons for misuse of private information, breach of confi-
dence and breach of the DPA. The claim against Morrisons was 
that it was primarily liable for these causes of action but, if not, 
it was liable vicariously for Skelton’s conduct.

High Court Judgment
In the High Court, the judge held that Morrisons was not 
the data controller at the time when various Data Protection 
Principles were breached by disclosure of the data on the 
web – Skelton was the data controller at that time. The only 
Data Protection principle Morrisons might have breached was 
principle 7, relating to security in relation to its management of 
Skelton. But the judge found generally that Morrisons had pro-
vided appropriate controls in that regard, with one exception 
that did not contribute to the unlawful disclosure. He noted that 
the incident for which Mr. Skelton was disciplined did not sug-
gest he was not to be trusted and found that the technological 
and organizational measures in place could not, at their best, 

1 [2018] EWCA Civ 2339

https://oag.ca.gov/sites/all/files/agweb/pdfs/dbr/2016-data-breach-report.pdf
https://www.cisecurity.org/
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prevent the risk posed by a rogue employee who was trusted. 
Accordingly, Morrisons was not primarily liable for breach of the 
DPA. Since Morrisons did not directly misuse, authorise or care-
lessly permit the misuse of personal information, the claims for 
primary liability for breach of confidence and misuse of personal 
information were also dismissed.

That left the alternative claim that Morrisons was vicariously 
liable for the acts of Mr. Skelton. The judge first rejected 
Morrisons’ arguments that the DPA by its terms excluded the 
possibility of vicarious liability and that its effect was to exclude 
vicarious liability for misuse of private information or breach of 
confidence. He then accepted the counter-argument that the 
DPA was intended to supplement, and not exclude, liability and 
was complementary with other causes of action. 

Applying the principles of vicarious liability as articulated in a 
large number of previous cases, the Court went on to apply the 
“broad and evaluative” approach of a 2016 Supreme Court case 
also involving Morrisons.2 It held that there was a sufficient con-
nection between the position in which Mr. Skelton was employed 
and his wrongful conduct to make it right that Morrisons be held 
liable: Morrisons had put him into the position of handling and 
disclosing the payroll data. The judge’s only misgiving was that 
this result gave effect to Skelton’s intention to harm Morrisons. 

Court of Appeal
Morrisons raised the same arguments in the Court of Appeal, 
but without success. The Court held that if the British Parliament 
had intended the DPA to eradicate any other cause of action 
or the vicarious liability of an employer, it would have expressly 
said so. Although the Court accepted that primary liability for 
breach of the DPA was fault based whereas the vicarious liability 
of an employer of a data controller effectively imposed strict 
liability, this was no more of an anomaly than the position at 
common law which imposed strict liability on an employer who 
is guilty of no fault.

The Court then explored the principles of vicarious liability. In 
the 2016 case involving Morrisons, its petrol pump attendant 
employee assaulted a customer. In the leading Supreme Court 
judgment in that case, two questions were considered crucial to 
whether it was vicariously liable. First, in broad terms, what func-
tions have been entrusted by the employer to the employee? 
Secondly, was there a sufficient connection between the posi-
tion in which the employee was employed and his wrongful con-
duct to make it right for the employer to be held liable under the 
principle of social justice? Put another way, has the employee 
used or misused the position entrusted to him in a way that 
injured the third party, his motive being irrelevant? 

Applying this test, the Court agreed with the High Court judge 
that Morrisons deliberately entrusted Mr. Skelton with the pay-
roll data. It was a task assigned to him and not merely something 
to which work gave him access. Mr. Skelton’s unlawful disclo-
sure was closely related to what he was tasked to do. Although 
Skelton’s actual unlawful disclosure of payroll data was from his 
home computer some weeks after he had unlawfully copied it 
onto his personal USB at work, this was part of an “unbroken 
chain” of events stemming from an attempt to avoid suspicion 
falling on him too readily.

2 Mohumud v Wm Morrison Supermarkets plc [2016] AC 667

Finally, the Court considered the point which had concerned the 
High Court. It was a novel legal feature of the case that vicari-
ous liability was being considered in circumstances where the 
employee’s motive was to harm Morrisons. Morrisons argued 
that to impose vicarious liability on it in these circumstances 
would make the Court an accessory in furthering Skelton’s 
criminal aims. Further, the number of claimants (some 5,500) 
and employees who had their information wrongly made public 
(some 100,000) showed how enormous a burden a finding of 
vicarious liability would impose on innocent employers.

Neither point impressed. The Court of Appeal found no 
exception to the principle that the employee’s motive was 
irrelevant. As to the burden of liability, it observed that such an 
argument would deprive claimants of any remedy except against 
Mr. Skelton personally. While cases involving data breaches on a 
massive scale – whether resulting from corporate system failures, 
negligence of individuals or dishonest or malicious employees 
– could lead to large numbers of claims for potentially ruinous 
amounts, the solution was to insure against such catastrophes. 
Although the actual insurance position would not affect the 
result of a case, the availability of insurance was a valid answer 
to the “Doomsday” argument put forward for Morrisons.

Comment
While the legal reasoning cannot be faulted, this case is an 
example of how even organizations that take good care of data 
and comply with GDPR and other data protection laws, can be 
exposed to huge liabilities for a data breach. While the amount 
of damages in this case has not yet been assessed, had all 
100,000 affected employees claimed, even a modest award per 
person would result in a massive claim.

However good their IT security and governance is, organizations 
would therefore be well advised to consider their insurance 
program as part of their risk management for data breach and 
employee liability concerns. 

Dittman v. UPMC: Pennsylvania 
Employers Have a Common Law 
Duty to Exercise Reasonable Care 
to Protect Employee Personal and 
Financial Data
Pennsylvania’s highest court recently held that an employer has 
a common law duty to exercise reasonable care to safeguard 
its employees’ sensitive personal information stored on the 
employer’s internet-accessible computer system. In Dittman v. 
UPMC, No. 43 WAP 2017, 2018 WL 6072199, --- A.3d. ---- (Pa. Nov. 
21, 2018), the University of Pittsburgh Medical Center and UPMC 
McKeesport (collectively, UPMC) suffered a data breach that led 
to the disclosure of personal and financial information of 62,000 
current and former UPMC employees. The information included 
the employees’ names, birth dates, Social Security numbers, 
addresses, tax forms, and bank account information. 

In response, a group of employees filed a class action against 
UPMC asserting claims for negligence and breach of an implied 
contract. The employees’ negligence claim focused on UPMC’s 
alleged breach of the duties to protect their personal and finan-
cial information and ensure the security of their information in 
light of their special relationship with UPMC, whereby UPMC 
required employees to provide the information as a condition of 
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their employment. The employees alleged that UPMC failed to 
adopt, implement, and maintain adequate security measures to 
safeguard employees’ information and timely recognize that the 
employees’ information had been compromised. The employ-
ees further contended that, as a result of UPMC’s negligence, 
they incurred damages relating to fraudulently filed tax returns 
and are now “at an increased and imminent risk of becoming 
victims of identity theft crimes, fraud and abuse.” Id. at 2.

The Trial Court dismissed the negligence claim, agreeing with 
UPMC that the economic loss doctrine barred the negligence 
claim as a matter of law because the employees alleged purely 
economic loss unaccompanied by physical injury or property 
damage. The Court observed that courts should not impose “a 
new affirmative duty of care that would allow data breach actions 
to recover damages recognized in common law negligence 
actions,” and that doing so could overwhelm the judicial system 
and could drive employers out of business. 2015 WL 4945713, 
at *3 (Pa. Comm. PL Civil.Div. Allegheny County, May 28, 2015). 
The Court also observed that employers already have sufficient 
incentive to protect employee information because any breach 
will affect their operations. The Court also observed that UPMC 
was itself a victim of the criminal activity involved. 

On appeal, the Pennsylvania Superior Court affirmed dismissal 
of the negligence claim. However, in a concurring opinion, 
Judge Stabile reasoned that the decision should be limited to 
the facts of the case, and that “the evolution and increased 
use” of electronic storage of information may someday change 
the balance to favor employees. 154 A.3d 318, 327 (Pa. Super. 
2017).  In a dissenting opinion, Judge Musmanno disagreed with 
the majority’s conclusion that the social utility of electronically 
storing employee data outweighed the risk and foreseeability 
of the harm to employees. He wrote that the majority’s view 
was “untenable, given the ubiquitous nature of electronic data 
storage, the risk to UPMC’s employees posed by the failure to 
reasonably protect such information, and the foreseeability 
of a computer breach and subsequent identity theft.” Id. at 
328. Judge Musmanno also noted that inadequate electronic 
data protections could entice thieves to try to steal insecure 
and sensitive data, and that the imposition of a duty of care 
would properly incentivize companies to protect confidential 
information it required the employees to hand provide to the 
employers. In addition, Judge Musmanno argued that the cost to 
the employees resulting from the data breach weighed in favor 
of imposing a duty, and opined that “[w]hile judicial resources 
may be expended during litigation of data breaches, the public 
has a greater interest in protecting the personal and sensitive 
data collected and electronically stored by employers.” Id. at 
327-329. 

The Supreme Court of Pennsylvania reversed the lower courts, 
agreeing with the employees that the case involved the 
“application of an existing duty to a novel factual scenario, as 
opposed to the imposition of a new, affirmative duty” requiring 
analysis of the factors set forth in Pennsylvania case law. 2018 
WL 6072199, at  *7. The Court observed that it was constrained 
to accept as true the employees’ objections at the preliminary 
objection stage. It agreed with the employees that, in requiring 
the employees to provide data that it stored on its computer 
systems without the use of adequate security, UPMC owed the 
employees “a duty to exercise reasonable care to protect them 
against an unreasonable risk of harm arising out of that act.” Id. 
at *8.

The Court also rejected UPMC’s argument that the fact it was 
the victim of theft was a superseding cause of harm to the 

employees that eliminated any duty UPMC owed the employees, 
noting that the superseding cause doctrine does not apply 
where “the actor at the time of his negligent conduct realized 
or should have realized the likelihood that such a situation might 
be created, and that a third person might avail himself of the 
opportunity to commit such a tort or crime.” Id. 

Having found that the lower courts erred in finding that UPMC 
did not owe a duty to its current and former employees to exer-
cise reasonable care in collecting and storing their personal 
and financial information on its computer systems, the Court 
addressed whether the employees’ claim was barred by the eco-
nomic loss doctrine, finding that the doctrine does not preclude 
the employees’ negligence claim to the extent that the employ-
ees could establish that UPMC breach of a legal duty indepen-
dent of any contractual duties existing between the parties. 

Under Dittman, Pennsylvania now recognizes a common law duty 
to exercise reasonable care to safeguard its employees’ sensi-
tive personal information stored on the employer’s internet-
accessible computer system. Like the Morrisons case recently 
decided in the United Kingdom, see WM Morrison v Various 
Claimants: Employer Vicariously Liable for Data Protection 
Breach, the Dittman decision is a reminder to employers that 
store employee personal and financial information to review 
their cybersecurity, privacy and risk management decisions and 
policies to make sure they are comfortable with the risks con-
comitant with that duty.

Enforcement of the GDPR in North 
America – The Experience So Far

When does the GDPR apply to North American 
organisations?
By now, North American organisations will be well aware that 
they can be subject to the European Union’s (EU) new data 
protection law, the General Data Protection Regulation (GDPR), 
without having a physical presence in the EU. Over the past 
couple of years, in the lead-up to GDPR coming into force on 25 
May 2018, many of those organisations will have taken advice on 
compliance and put new procedures, policies and contracts in 
place. This is not surprising since fines issued by EU authorities 
can be €20 million or 4% of worldwide group turnover, if higher.

That was the theory, but one could only speculate as to whether 
EU authorities would in practice take enforcement action against 
North American organisations with no EU presence for breach 
of GDPR, and what form that would take.

Over six months after the GDPR took effect, we have two exam-
ples from the UK’s Information Commissioner’s Office (ICO), 
which shed some light on attitudes toward enforcement. Before 
looking at these, it is worth briefly recapping on when GDPR will 
apply to a North American organisation:

 • if it has an “establishment” in the EU, such as a subsidiary, 
branch, office, agent or other presence implying an effective 
and real exercise of activity through stable arrangements; 

 • it has no EU establishment but intentionally offers goods or 
services to individuals located in the EU; or

 • it has no EU establishment but monitors the behaviour in the 
EU of individuals located there.

These criteria are not always straightforward to apply, although 
some assistance can be drawn from the European Data 
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Protection Board’s recently published guidelines. With respect 
to questions over enforcement, we are particularly concerned 
with the second and third criteria. Here, there is neither a legal 
entity and probably no physical assets in the EU, against which 
local legal or enforcement action can be taken by an EU data 
protection authority. Although such entities are supposed to 
appoint a data protection representative in the EU who can be 
held liable, one suspects that most have not done so.

The first case – The Washington Post
The first case, reported in November 2018, concerns the 
Washington Post. The Post is subject to GDPR because it pro-
cesses the personal data of individual subscribers located in the 
EU while intentionally offering them subscription services.

A complaint was made by a UK reader that the Post breached 
GDPR because it only allowed potential readers to turn off 
cookies and tracking by taking the most expensive subscription 
option, costing $9 a month.

The ICO upheld the complaint on the grounds that users were 
not given a genuine choice and control over how their data was 
used. Effectively, their consent to having their personal data 
processed via the use of tracking and cookies was not freely 
given as they had to pay for the “premium ad-free” subscription 
to avoid it. The forced “consent” to accept cookies and tracking 
under the free or basic subscription was therefore invalid under 
GDPR and there was no lawful basis of processing.

Although there is no information about this complaint on its 
website, the ICO is reported to have said, 

”We have written to the Washington Post about their 
information rights practices . . .. We have told them they 
should now ensure that users of the Washington Post 
website have the option to access all levels of subscription 
without having to accept cookies.”

But, in a concluding statement that casts doubt on its enforce-
ment powers, the ICO reportedly added ”We hope that the 
Washington Post will heed our advice, but if they choose not to, 
there is nothing more we can do in relation to this matter.” As of 
the date of writing this article in late December, the Washington 
Post had not altered its practices.

This raises the question as to whether the ICO and other 
European data protection authorities are unwilling – or see 
themselves as powerless – to take enforcement action outside 
the jurisdiction.

However, it may be dangerous to rely on this as a precedent. 
First, the ICO may at the time have been struggling to cope with 
the number of complaints it was receiving in the first few months 
of GDPR and, second, it may have regarded this as a relatively 
minor breach, preferring to focus on complaints which were 
more serious and closer to home. 

Assuming it had the will and resources to enforce this breach of 
GDPR, the ICO may still have had a practical problem in enforcing 
this complaint, since it is unclear how it would have jurisdiction 
against the Post. Although the ICO has a memorandum of 
understanding with the Federal Trade Commission promising 
mutual assistance in enforcing and/or securing compliance with 
“covered privacy violations,” these are limited to practices which 
are substantially similar to those prohibited in the assisting 
country. Since US law does not have the same rules on consent 
and does not prevent charging in order to opt out of cookies, the 
FTC would have no obligation under the memorandum to assist 

an ICO enforcement action. In any event, the memorandum is 
not binding. 

So does this mean that North American organisations without 
EU presence have wasted their time and money in complying 
with GDPR? Or, to put it more positively, can such organisations 
breathe more easily in the knowledge that they will not face 
action or large fines for breach? Not necessarily, as we will see 
from the next case.

The second case - Aggregate IQ Data Services 
In this case, the ICO considered the activities of Aggregate IQ 
Data Services (AIQ), based in Vancouver. AIQ was subject to 
GDPR because under a contract with various UK political organ-
isations, it obtained personal data about UK individuals which 
it used to target them with political advertising messages on 
social media. This brought it within the third of the above cat-
egories, in that it was monitoring the behaviour of data subjects 
in the EU. 

This came to the ICO’s attention from its investigation into data 
analytics in politics, arising from the allegations surrounding 
Facebook and Cambridge Analytica in relation to the Brexit 
campaign. Although most of this activity took place in 2016, 
before GDPR came into force, the ICO was concerned that AIQ 
continued to retain and otherwise process the data. 

The ICO served an enforcement notice on AIQ in July 2018 
requiring AIQ to cease processing any personal data of EU citi-
zens for the purposes of data analytics, political campaigning or 
other advertising purposes.

AIQ appealed and ultimately discontinued that appeal when the 
enforcement notice was issued in a revised, much narrower form 
in October. 

The October enforcement notice gave AIQ 30 days to 
erase personal data of specific individuals in the UK which 
it had previously monitored. The period begins after AIQ’s 
local regulator (the Office of the Information and Privacy 
Commissioner of British Columbia) completes its separate 
investigation of AIQ’s privacy practices. Failure to comply with 
the enforcement notice is on pain of a penalty notice, i.e., a 
fine, of up to €20 million or 4% of turnover. Presumably, AIQ will 
comply with the notice, thus preventing a fine. If not, it will be 
interesting to see the amount of the fine and what steps the ICO 
takes to enforce it, if AIQ refuses to pay.

Why the difference in approach?
The ICO has not commented on why it has taken stronger action 
against AIQ than the Post. While one can only speculate as to 
the reasons, it seems that this arises from a number of factors:

 • First, politics – the ICO had previously “observed with con-
cern” the application of behavioural advertising to political 
campaigning, in which AIQ participated.

 • Second, the nature and seriousness of the breach – non-
observance of the rules on cookies by the Post is not as seri-
ous as AIQ’s breach of three of the GDPR’s data protection 
principles, namely, lawful, fair and transparent processing, 
purpose limitation and data minimisation.

 • Third, the country of origin of the data controller may make a 
difference – Canada may be seen as a more friendly jurisdiction 
to enforce GDPR rules than the US. On the other hand, the 
ICO may have been emboldened by the fact that AIQ was 
under investigation from its own data privacy regulator and 

https://edpb.europa.eu/sites/edpb/files/consultation/edpb_guidelines_3_2018_territorial_scope_en.pdf
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AIQ’s actions may have been closer to a violation of local law 
than those of the Post, whose approach on cookies complies 
with US law.

Even where the ICO or other EU data protection authorities have 
the will to take strong action, they may still find it difficult to 
enforce penalties against North American companies with no 
physical presence and no local representative in the EU. To do 
so, they would have to have the penalties converted into a Court 

judgment and seek to have a U.S. or Canadian Court to give 
the judgment extraterritorial effect on principles of comity. In 
the U.S., this will involve the US Court being satisfied that the 
foreign Court properly had jurisdiction over the matter and that 
the judgment was not contrary to public policy. 

In conclusion, international enforcement of GDPR remains a 
legal “hot potato,” but it is potentially easier and cheaper to 
take compliance steps than to risk becoming a test case. 
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