
Data Protection

NEWSLETTER

Topics:

Page 1
Privacy Considerations for Tech-Savvy and Data-Driven  
Wellness Programs

Page 2
Insurance for Cyber Risks – A Sobering Topic 

Page 3
Record-Breaking TCPA Settlements Increase Class Action Frenzy 
Related to Calls, Texts and Faxes

Page 4
Health Care Industry Reports Disproportionate Percentage of Data 
Breaches in 2014

Page 5
September 22nd Deadline for “Grandfathered” HIPAA Business 
Associate Agreements

Page 6
Service Provider Guidance Issued by PCI Security Standards Council

Page 7
Chip Card Technology Finally Coming to the U.S.?

Bart W. Huffman
Partner, Austin
T: (512) 305-4746 
bhuffman@lockelord.com

Alan Meneghetti
Partner, London 
T: +44 (0) 20 7861 9024 
ameneghetti@lockelord.com 

Thomas J. Cunningham
Partner, Chicago
T: (312) 443-1731
tcunningham@lockelord.com

John F. Kloecker
Of Counsel, Chicago
T: (312) 443-0235
jkloecker@lockelord.com

Stephen K.P. Lo
Of Counsel, Hong Kong
T: +852 3465 0682
slo@lockelord.com

September 2014
Int’l Ed.
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1. Privacy Considerations for Tech-Savvy and  
Data-Driven Wellness Programs

With the evolution of fit-focused technology, such as the Fitbit, Nike Fuelband 

and Jawbone, and predictability analytics, employers are starting to look at 

innovative wellness initiatives and how technology and behavioral data can 

help improve employee wellness, lifestyles and overall job performance and 

profitability. These initiatives can fold into an employee wellness program; 

however, employers should ensure that any health data they collect is 

protected and used appropriately. Depending on the type of individualized 

data an employer receives, a number of federal laws may apply.
 
 •  Americans with Disabilities Act (ADA): The ADA classifies medical information that 

employers gather as part of an employee wellness program as confidential information 
that must be stored in separate medical files and not be used for any purpose in 
violation of the ADA, including use for any discriminatory purposes. Based on guidance 
from the Equal Employment Opportunity Commission, “medical information” can be 
confidential even if it contains no medical diagnosis or treatment course and even if  
it is not generated by a health care professional. An employer cannot disclose confidential 
medical information except in limited circumstances, such as when making accommo-
dations for the individual or addressing the individual’s emergency treatment or  
evacuation procedures.

 •  Genetic Information Nondiscrimination Act (GINA): GINA limits how an employer can 
use genetic information, which includes family medical history and requests for and 
receipt of genetic services by an individual or a family member. Specifically with regard 
to employers, Title II of GINA prohibits the use of genetic information in making 
decisions related to any terms, conditions or privileges of employment (e.g., hiring, 
firing and opportunities for advancement) and, with limited exceptions, restricts 
employers and other entities covered by Title II from requesting, requiring or purchasing 
genetic information. Employers are also generally required to keep any genetic  
information they have about applicants or employees confidential and maintained  
in medical files that are separate from personnel files. Employers cannot disclose an 
employee’s genetic information except in limited circumstances. Title I of GINA places 
similar limitations on health plans, which includes wellness initiatives that are integrated 
with an underlying group medical plan.

http://www.eeoc.gov/laws/statutes/ada.cfm
http://www.eeoc.gov/laws/statutes/gina.cfm


 •  Health Insurance Portability and Accountability Act (HIPAA): HIPAA does not typically 
regulate employers or protect employment records, even if the information in those records 
is health-related. However, if an employer requests an employee’s protected health 
information from a health care provider or health plan, the employer would need to 
provide a HIPAA-compliant authorization signed by the employee. Furthermore, employee 
welfare benefit plans (as defined under the Employee Retirement Income Security Act 
of 1974), which may include many employee wellness programs, are considered HIPAA 
“covered entities” and are subject to the HIPAA Privacy and Security Rules.

In addition to compliance with applicable federal and any state laws, an employer’s internal 
policies should address privacy and appropriate uses for employee data collected through  
these programs. Employees must also comply with provisions under the ADA, HIPAA and other  
applicable federal laws relating to how to appropriately structure wellness programs, by offering 
reasonable and alternative accommodations to an employee, complying with requirements 
related to participation- or outcome-based incentives and appropriately limiting the rewards  
and penalties that may be offered under the program.

2. Insurance for Cyber Risks – A Sobering Topic 
Our spell-check system defaults to correcting “cyber” to “sober.” Something 

quite prescient about that. Cyber risks are indeed serious issues, demanding 

disciplined and far-sighted planning.

Organizations of all types and sizes zealously protect two things: their information and their 
operations or processes. The information can be about, for example, customers or clients, 
financial details, trade secrets, business and marketing plans or new products or offerings.  
The steps taken to protect information and processes are a critical part of an organization’s  
risk management.

Insurance is also an essential part of that risk management. An organization – whether corporate, 
municipal, educational, nonprofit or otherwise – must evaluate its existing insurance profile and 
must consciously consider additional types or amounts of insurance. If an organization chooses 
not to purchase insurance, it has effectively still made an insurance decision – it has chosen  
to self-insure.

Data breaches dominate today’s headlines and draw significant regulatory and other scrutiny.  
But cyber risks include so much more than just data breaches. Risk management should include 
identifying all kinds of possible loss scenarios and working with internal risk management, 
insurance broker(s) and possibly outside counsel to (i) evaluate the coverages provided by 
existing insurance policies (comprehensive general liability, property, directors’ and officers’ 
liability, errors and omissions, crime, fidelity and others) and (ii) consider whether any of the  
many new and evolving cyber risk insurance products are appropriate.
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http://www.hhs.gov/ocr/privacy/hipaa/administrative/statute/
http://www.hhs.gov/ocr/privacy/hipaa/administrative/combined/hipaa-simplification-201303.pdf


3. Record-Breaking TCPA Settlements Increase Class 
Action Frenzy Related to Calls, Texts and Faxes

Between 2009 and 2014, lawsuits pursuant to the Telephone Consumer 

Protection Act (“TCPA”) have skyrocketed, from a few dozen in 2009 to  

almost 3,000 per year by 2014. The TCPA provides for statutory damages  

of $500 – $1500 per violation with no damage cap. Potential exposures can be 

enormous, as many defendants have made millions of calls or sent millions of 

text messages that are alleged to violate the Act. The claim is easy for a 

plaintiff to plead and avoid dismissal, forcing defendants to either elect to 

take their chances with a jury or settle.

Nearly all defendants elect to settle if they cannot obtain summary judgment or defeat class 
certification. Until recently, most TCPA cases were settling for amounts between $2 million and 
$10 million, with no discernible formula driving where a given case fell on that spectrum.

In July, 2014, Capital One, along with three other debt collection companies, agreed to pay 
approximately $75 million to settle a group of TCPA class action cases against it. Prior to that 
time the record settlement had been Jiffy Lube’s $47 million deal in 2012. In August of 2014 
MetLife agreed to pay $23 million to settle its TCPA litigation. Then JP Morgan Chase agreed  
to pay $34 million to settle its cases. In early September, 2014 Bank of America  received court 
approval of its agreement to pay $32 million to settle its cases.

The July – September, 2014 TCPA settlements have understandably generated a lot of 
excitement among plaintiffs’ attorneys. It remains to be seen whether these massive settlements 
will result in even more TCPA litigation, already at fever pitch. On the one hand, plaintiffs’ class 
action attorneys have significant incentive to continue to pursue these cases. On the other hand, 
the gold rush may be coming to an end as plaintiffs may run short of solvent defendants,  
statutes of limitation continue to run, and companies get wiser about their calling, texting  
and faxing behaviors.

Companies that call, text or fax their customers or potential customers should be aware that their 
activities are being watched the way a shark watches another fish. Any sign of a possible violation 
of the TCPA will almost certainly result in a frenzy on the part of the plaintiffs’ class action bar.
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http://www.classactionsnews.com/sites/default/files/downloadables/settlements/capital_one_tcpa_violation_class_action_settlement_long_form_notice.pdf
http://www.classactionsnews.com/sites/default/files/downloadables/settlements/capital_one_tcpa_violation_class_action_settlement_long_form_notice.pdf
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4. Health Care Industry Reports Disproportionate 
Percentage of Data Breaches in 2014

As of earlier this month, entities in the health care industry have reported 

222 data breaches out of a total of 521 (43.86% of the reported breaches) 

reported incidents during 2014. Why is health care experiencing such a large 

number of breaches? Most likely, because of regulations in the past five 

years that have been requiring a shift from paper records to electronic health 

records and the use of standardized electronic transactions to comply with 

HIPAA. Naturally, as a larger amount of health care data ends up in electronic 

form, the corresponding risks of a data breach increase. Also, no matter how 

well-prepared an organization is, loss of electronic devices is inevitable. 

The type of data contained in health records is quite valuable (some estimates come in at  
$50 per record), which can be an incentive for criminals both on the internal and external to the 
health care entity. In large part, the value of medical records is due to the number of different 
data elements typically contained in such records, such as birth dates, Social Security numbers, 
credit card numbers, insurance information and other personal details related to health and 
medical care. This data can be used not only for traditional identity theft purposes, but also to 
file false claims or obtain prescription drugs. As use of electronic health records by patients and 
providers increases, it is increasingly conceivable that a compromise of health records could 
threaten to affect data subjects’ healthcare as well as their finances.

Given the vast amount of electronic medical data being created, maintained, processed and 
transmitted, data breaches will in all likelihood continue to occur at an alarming rate. Health care 
entities are wise to shore up their information security measures and policies, as a top priority.
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http://www.idtheftcenter.org/images/breach/ITRC_Breach_Report_2014.pdf
http://www.secureworks.com/resources/blog/general-market-value-of-a-healthcare-record/


5. September 22nd Deadline for “Grandfathered” 
HIPAA Business Associate Agreements

The Department of Health and Human Services’ (HHS) “Final Rule” updating 

the HIPAA Privacy and Security Rules to reflect requirements under the 

Health Information Technology for Economic and Clinical Health (“HITECH”) 

Act included changes to Business Associate Agreements (“BAAs”) and 

required that such agreements—whether between a Covered Entity and its 

Business Associate or a Business Associate and its subcontractor— place 

the additional obligations on the Business Associate. Accordingly, BAAs 

must specifically require Business Associates to (1) comply with the HIPAA 

Security Rule; (2) agree to execute BAAs with downstream subcontractors 

(who are also considered Business Associates under the Final Rule); (3) report 

breaches of unsecured Protected Health Information (“PHI”) to the Covered 

Entity; and, (4) if the Business Associate carries out an obligation of the 

Covered Entity, comply with any HIPAA rule applicable to such obligation.

BAAs that were in compliance with the HIPAA Privacy Rule prior to January 25, 2013 were 
“grandfathered” and may remain in place through September 22, 2014. However, by  
September 22, 2014, all BAAs must be updated to include the additional requirements created 
by the Final Rule. Notably, BAAs that do not specifically include these requirements but require 
“compliance with all applicable laws” will not be considered to sufficiently reflect the new 
requirements and will be out of compliance after the compliance deadline. Covered Entities and 
Business Associates should review all business relationships that involve the transfer, creation or 
maintenance of PHI to ensure that all required BAAs are updated prior to September 22, 2014.
In addition to meeting the upcoming September 23rd deadline, Covered Entities and Business 
Associates should have already completed the following measures to satisfy changes to the  
Final Rule:

 • New BAAs put into place after January 25, 2013 should comply with the Final Rule.

 •  Any modifications and renewals, unless automatic, to BAAs following the Final 
Rule’s March 26, 2013 effective date should comply with the Final Rule. This includes 
“grandfathered” BAAs that were modified or renewed.

 •  Covered Entities must implement BAAs with all Business Associates, including those 
new entities that the Final Rule designated as falling within the definition of Business 
Associate. These include Health Information Organizations, E-Prescribing Gateways 
and Vendors of Personal Health Records. The Final Rule also clarified that certain 
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http://www.hhs.gov/ocr/privacy/hipaa/administrative/combined/hipaa-simplification-201303.pdf


entities that offer data storage services (including cloud service providers) are  
Business Associates, even if the entity does not view stored PHI or only does so  
on a random or infrequent basis.

 •  Business Associates must implement BAAs with subcontractors that create, receive, 
maintain or transmit PHI on behalf of a BA and its Covered Entity. These subcontractors, 
which also qualify as Business Associates under HIPAA, must obtain BAAs from their 
own downstream contractors, despite how far“down the chain” the subcontractor 
provides services.

6. Service Provider Guidance Issued by  
PCI Security Standards Council

In November of 2013 the Payment Card Industry Security Standards Council 

(“PCI SSC”) released version 3.0 of the PCI Data Security Standard (“PCI DSS”). 

The release is part of the PCI SSC’s ongoing efforts to establish standards 

for the secure treatment of payment card data, which standards necessarily 

evolve along with changing technologies and increasingly sophisticated 

threats from hackers and other bad actors. PCI DSS v3.0 imposes a number 

of new requirements, mostly effective January 1, 2015, on entities handling 

payment card data.

Last month, the PCI SSC published an Information Supplement: Third Party Security Assurance 
(“Service Provider Guidance”) to emphasize that entities which hire out certain functions relating 
to handling of payment card information cannot avoid responsibility for their own compliance 
requirements. The Service Provider Guidance is not intended to replace the applicable PCI DSS v3.0 
requirements. Rather, it provides something of a how-to guide for entities selecting and overseeing 
service providers to help understand their respective roles in meeting the applicable requirements.
Guidance topics include: the performance of due diligence pre-engagement (including research, 
risk assessment and documentation of results); considerations when actually engaging a service 
provider (including setting expectations, communications and mapping requirements); and the 
implementation of appropriate written agreements, policies, and procedures.

Conforming practices to the standards of PCI DSS v3.0, including topics covered by the  
Service Provider Guidance, may require cooperation among multiple departments, such as IT, 
procurement, legal, security and compliance. Such efforts are worthwhile, not only because they 
track best practices generally, but also because they are important to ensure ongoing PCI 
compliance and to avoid contractual penalties or other adverse consequences that may arise 
from noncompliance.

6

https://www.pcisecuritystandards.org/documents/PCI_DSS_v3.pdf
https://www.pcisecuritystandards.org/documents/PCI_DSS_V3.0_Third_Party_Security_Assurance.pdf


7.  Chip Card Technology Finally Coming to the U.S.?
In the wake of a series of high-profile and costly information security breaches 

at major U.S. retailers, Wal-Mart Stores, Inc. recently announced that it will 

soon begin issuing chip enabled payment cards to better protect customers’ 

payment card information. Chip-enabled cards store authentication 

information on a chip embedded within the card, and are more difficult to 

skim and counterfeit than the magnetic strip cards that have long been used 

in the U.S.

Chip-enabled cards have been used in Europe for decades, and some have speculated that 
U.S. companies may have invited hackers and other bad actors to pursue crimes against U.S. 
companies by remaining as soft targets, as compared to European counterparts. Now, it appears 
the expense of massive data breaches in the U.S. may have caught up to the expense  
of implementing the more secure technology.

Companies may use chip-and-pin (requiring the entry of a pin number) or chip-and-signature  
(requiring a user to sign for a purchase) approaches. To assist in the transition, card issuers may 
also issue chip-enabled cards that have a magnetic strip for use with merchants that do not have 
chip enabled-card reading capabilities.

8.     U.K. House of Lords Report Critiques the “Right to 
      be Forgotten” 
A Subcommittee of the U.K. House of Lords European Union Committee 

recently released its 2nd Report of Session 2014-15, titled “EU Data Protection 

law: a ‘right to be forgotten’” (the“Report”) in the wake of the widely-

publicized decision from the Grand Chamber of the European Union Court of 

Justice in Google Spain SL, Google Inc. v Agencia Española de Protección 

de Datos, Mario Costeja González (Case C-131/12, 13 May 2014) (the 

“Google Decision”), which addressed search engines’ information-treatment 

obligations under the 1995 EU Data Protection Directive. The Report considers 

the implications of the Google Decision in light of pending E.U. legislative 

efforts that would expand the so-called “right to be forgotten,” against the 

backdrop of changing technology, commentary, and practical concerns.
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http://blog.walmart.com/for-smarter-security-a-smarter-walmart-mastercard
http://www.publications.parliament.uk/pa/ld201415/ldselect/ldeucom/40/40.pdf
http://www.publications.parliament.uk/pa/ld201415/ldselect/ldeucom/40/40.pdf
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The “right to be forgotten” generally confers upon an E.U. data subject the right to erasure or 
blockage of data that is incomplete or inaccurate. The Google Decision interpreted this right to 
extend to information obtained through a search engine that is inadequate, irrelevant, no longer 
relevant or excessive, even if such information was lawfully available to the public.

The Report discusses the pertinent history of E.U. Data Protection law in parallel with Google’s 
development as a company and technological developments that were not anticipated in 1995. 
From there, the Report addresses important concerns including what it really means to be 
“forgotten” and whether the law as interpreted in the Google Decision and as proposed before 
the E.U. may be, as a practical matter, impossible for many entities to follow. The Report also 
expresses concerns regarding significant costs and large-scale private censorship that may result.

The Report critically opines that the law is “misguided in principle and unworkable in practice.” 
Although it remains to be seen what impact the Report will have in the E.U., or for that matter in the 
U.K., the Report is nonetheless a vivid example of the occasional need for re-evaluation of fundamental 
principles in light of evolving technologies and more advanced uses of those technologies.

9. Proposed Expansion of Hong Kong Do-Not-Call 
Registers to Include Person-to-Person Calls

In Hong Kong, Do-Not-Call (“DNC”) registers have been established in 

connection with the Unsolicited Electronic Messages Ordinance. The DNC 

registers presently permit telephone subscribers to register their telephone 

numbers to ward off unsolicited commercial electronic messages. Such 

commercial electronic messages include faxes, short messages and pre-recorded 

telephone messages, but do not include person-to-person calls. In a media 

briefing last month, Hong Kong’s Privacy Commissioner for Personal Data,  

Mr. Allan Chiang, urged the Administration to amend the Ordinance and 

expand the DNC registers to include person-to-person calls.
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http://www.pcpd.org.hk/english/infocentre/press_20140805.htm

