Snare of Privacy and Security Obligations Challenges Growing
Healthcare Banking Industry
By Tammy M. Ward and Jennifer L. Rangel, Locke Lord Bissell & Liddell LLP, Austin, TX
Over the past decade, ﬁnancial institutions have tightly integrated themselves with the healthcare industry by oﬀering an
increasing number of products and services speciﬁcally geared
to healthcare payors, providers, and consumers. Healthcare payment processing, for example, presents a signiﬁcant
opportunity for banks to build and expand their relationships
with healthcare industry customers. In addition, the growth
of consumer-directed healthcare options, such as Health
Savings Accounts (HSAs), has prompted health insurers to
become more involved with banking services. Many insurers
have formally aﬃliated with existing banks while others have
established their own banks to provide consumer-directed
healthcare services. When the complex and heavily regulated
banking and healthcare industries intersect, a number of legal
issues arise. At the forefront, mounting privacy and security
regulations and more aggressive enforcement aﬀecting the
healthcare industry requires insurers, providers, and banks to
address potential responsibilities under the Health Insurance Portability and Accountability Act (HIPAA), state
privacy laws, and the pending Red Flags Rule.

HIPAA
HIPAA, with its recent modiﬁcation under the
Health Information Technology for Economic
and Clinical Health (HITECH) Act that passed as
part of the American Recovery and Reinvestment Act
of 2009, has been a hot topic in the healthcare industry.
Healthcare insurers and providers, who are classiﬁed as
covered entities under HIPAA, face increased penalties and
more aggressive enforcement under the HITECH Act and its
implementing regulations. In addition, the HITECH Act now
enables the U.S. Department of Health and Human Services
(HHS) to audit and directly enforce certain HIPAA requirements against third-party contractors that provide business
associate services to covered entities.1 Covered entities and
their business associates must carefully consider their HIPAA
obligations and ensure that ongoing compliance is maintained.

Business Associates
In general, banks are not regulated by HIPAA when
conducting normal banking services or ﬁnancial transactions for their customers.2 These activities include executing
consumer-conducted ﬁnancial transactions by debit, credit, or
other payment card; clearing checks; initiating or processing
electronic funds transfers; and conducting any other activity
that directly facilitates or aﬀects the transfer of funds to pay
for healthcare or health plan premiums.3 Banks are considered
to be business associates when providing lockbox services,
accounts receivable and payment management, check printing
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services, and health plan payment processing. When providing
these types of services, bank employees use patient explanations of beneﬁts (EOBs) and other payment documentation.
These documents typically include individually identiﬁable
information about health status, provision of healthcare, or
payment for the provision of healthcare and, therefore, fall
under HIPAA’s deﬁnition of protected health information
(PHI).4 Consequently, when banks handle PHI on behalf
of healthcare providers and insurers, they
are regulated by HIPAA as business
associates and must implement
HIPAA policies and procedures,
and also execute business associate
agreements with their healthcare
customers.

Among other HIPAA obligations, banks must protect the
security of electronic transfers of EOBs and other PHI when
providing payment and processing services and be able to
track and timely report potential breaches of unsecured PHI.5
In addition, banks must implement HIPAA privacy and security policies and procedures applicable to business associates
and train personnel to understand and comply with HIPAA
and its implementing regulations.
Due to changes in the HITECH Act, covered entities and
their business associates will need to negotiate new business
associate agreements or amend existing ones. In addition to
putting provisions mandated by HIPAA into the business associate agreement, a payor or provider may want to include other
provisions that are not directly applicable to a business associate under HIPAA Privacy or Security Rules. Banks should
carefully review business associate agreements presented to
them to avoid unmanageable contractual responsibilities,
especially with regard to processing requests for amendment,
restrictions, obtaining authorizations for use or disclosure,
and for conﬁdential communications on the behalf of covered
entities. On the other hand, payors and providers will want
strong breach discovery and notiﬁcation requirements to
ensure that the bank is securely handling EOBs and other PHI
in a HIPAA-compliant manner and that appropriate measures
are in place for timely discovery and reporting of potential
breaches of unsecure PHI. Given the enhanced HIPAA penalties applicable to both covered entities and business
associates, strong indemniﬁcation provisions also
will be an important element to negotiate for a
business associate agreement.
In June 2010, HHS issued proposed
amendments to the HIPAA Privacy
and Security rules.6 These rules, if
adopted in the current form, would
require banks, as business associates,
to ensure that their subcontractors and
agents appropriately safeguard PHI.7 For
example, if a bank hires a company to securely
dispose of paper and electronic EOBs, then the
bank would be obligated to enter into a written
contract or other arrangement with the subcontractor
requiring compliance with applicable requirements of the
HIPAA Security (with respect to proper disposal of electronic
media) and Privacy (with respect to limiting its uses and
disclosures of PHI in accordance with its contract with the
bank) rules. Banks also will be speciﬁcally required to use,
disclose, or request the minimum necessary PHI to accomplish
the intended purpose of the task.8 The proposed rules, which
are open for comment until September 13, 2010, will likely
be ﬁnalized by the end of the year. If ﬁnalized in their current
form, the proposed rules would give banks and covered entities
one year from the eﬀective date of the ﬁnal rule to modify business associate agreements to comply with the new regulations.9

Insurer Bank Obligations/Relationships
Consumer-directed healthcare arrangements are big business. In 2003, UnitedHealth Group chartered its own bank,
OptumHealth Bank, bringing the consumer-driven HSA
aspect of healthcare purchases in-house with the insurance
company. Optum Health Bank also oﬀers credit programs to
individual account holders to help them pay for out-of-pocket
medical expenses.10 Similarly, in 2007, Blue Cross Blue Shield
started Blue Healthcare Bank to allow consumers to manage
and direct their healthcare spending. Consumer-directed
services oﬀered by Blue Bank enable consumers to pay for
qualiﬁed medical expenses via a debit card linked to multiple
personal accounts such as HSAs, ﬂexible spending accounts,
and health reimbursement arrangements. Once a customer
uses the debit card, participating Blue Cross and Blue Shield
companies can aggregate a member’s claims and personal
health savings information into a single integrated customer
service report.11
While an independent bank setting up HSAs and other
consumer-directed healthcare accounts may not receive
individually identiﬁable information that forces it into the role
of a business associate, one of the marketed beneﬁts to using
a healthcare bank such as Optum Health Bank or Blue Bank
is the seamless, streamlined transaction occurring between
the insurance company and its bank. A patient visiting a
physician’s oﬃce can present a health insurance card to make
a full payment for services received. Behind the scenes, the
insurance company pays its coverage requirements, and the
corresponding copayment or cost-sharing amount is paid from
a consumer-directed healthcare account that is maintained by
the healthcare bank.
These arrangements create interesting challenges, especially with regard to deﬁning the healthcare bank’s role under
HIPAA. At a minimum, a bank operated by an insurance
company to provide consumer-directed services would likely
be a business associate. Depending on the level of integration
between the insurance carriers and the bank and the amount
of data exchanged between the two, the relationship could
further blur the organizations’ HIPAA roles. One solution is
for the bank and insurer to designate themselves as organized
healthcare arrangements (OHCAs).12 OHCAs include “a clinically integrated care setting in which individuals typically
receive health care from more than one health care provider”
such as a hospital setting in which a hospital and a physician
with staﬀ privileges provide treatment to patients. OHCAs also
include multiple entities holding themselves out to the public
as participating in a joint enterprise and participating in joint
activities.13 These joint activities may include payment activities if (1) the ﬁnancial risk for delivering healthcare is shared,
in part or in whole, by participating covered entities through
the joint arrangement, and (2) PHI created or received by a
covered entity is reviewed by other participating covered entities or by a third party for the purpose of administering the
sharing of ﬁnancial risk.14
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From an administrative and recordkeeping perspective,
OHCAs may be an attractive arrangement for a health insurer
that has integrated payment processes and arranges consumerdirected-healthcare accounts with its bank. However, having
multiple organizations operating within the OHCA presents
challenges with coordination of oversight, training, and
management of HIPAA policies and procedures. As a business
associate, rather than a part of an OHCA, a bank could moderately decrease its HIPAA obligations and potential liability
while the insurer remains a covered entity.
In addition to deﬁning HIPAA roles for insurers and
aﬃliated banks, integrated eﬀorts by banks and insurers to
cross-market their services and other oﬀerings must be carefully addressed. The HITECH Act prohibits disclosure of PHI
in an unauthorized manner that results in direct or indirect
remuneration to the insurer or its bank.15 Thus, insurers that
provide PHI, without an individual’s authorization, to aﬃliated banks for the purpose of allowing the bank to market
consumer-directed services could risk violating HIPAA for
selling PHI without an individual’s authorization. Such risk
is material when an insurer operates the bank that markets
the services, freely exchanges individual information with
the bank, and ultimately receives a ﬁnancial beneﬁt from
the bank’s marketing success. Similarly, the HITECH Act
also prohibits unauthorized marketing communications by a
covered entity or business associate about a product or service
that encourage recipients to purchase or use the product or
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service.16 This limitation could apply to insurers that directly
market banking services to their policyholders. While the
communication would be about a health-related product or
service, which the HIPAA Privacy Rule previously permitted
as a healthcare operation, an authorization is now required if
the insurer receives a direct or indirect payment in exchange
for making the communication. Given these recent marketing
restrictions, insurers and their banks must be careful about
how they cross-market products and services and may need
individuals’ consent to do so.

State Privacy and Security Laws
A majority of states have enacted privacy laws targeting
protected sensitive data, which frequently includes health
information. These laws generally require a company to notify
state residents of any security breach that compromises an
individual’s sensitive information, as deﬁned by the state. For
example, Arizona, Arkansas, California, Michigan, and Texas
are among states that have their own breach notiﬁcation procedures when the security of personal information, including
health information, held by businesses has been compromised.17 If an insurer or provider experiences a breach—which
could result from someone hacking into a computer system
or an inadvertent disclosure by an employee—it must consult
both HIPAA breach notiﬁcation requirements and the privacy
laws of each state in which residents may have been aﬀected.
If a bank storing health information on behalf of an insurer or
provider experiences a breach, the bank must comply with not
only ﬁnancial privacy regulations but also HIPAA and state
breach notiﬁcation laws.

Red Flags Rule
New rules promulgated by the Federal Trade Commission
(FTC) also invoke privacy and security concerns for insurance
companies that dabble in banking. In November 2007, the
FTC, the federal bank regulatory agencies, and the National
Credit Union Administration (NCUA) issued regulations,
known as the Red Flags Rule, requiring ﬁnancial institutions
and creditors to develop and implement written identity theft
prevention programs.18 The compliance date was originally
scheduled for November 1, 2008; however, after a number of
extensions, the FTC has delayed enforcement until December
31, 2010.19 This latest extension was granted so that Congress
could consider legislation that would aﬀect the scope of entities covered by the Rule.20
While the banking industry is signiﬁcantly impacted by the
Red Flags Rule, its ultimate eﬀect on the healthcare industry
is still unknown. Regardless of how the rules are eventually applied to healthcare providers and insurers managing
consumer-directed healthcare accounts through their own
banks or oﬀering ﬁnancing options for healthcare procedures
should be prepared to incorporate new identity theft programs
into day-to-day operations.

The Red Flags Rule applies to “ﬁnancial institutions”
and “creditors” with “covered accounts.” Under the Rule, a
“ﬁnancial institution” is deﬁned as a state or national bank, a
state or federal savings and loan association, a mutual savings
bank, a state or federal credit union, or any other entity
that holds a “transaction account.” Transaction accounts
encompass deposit or other accounts from which the owner
makes payments or transfers and includes checking accounts,
savings deposits subject to automatic transfers, and share draft
accounts, belonging to a consumer.21 A “creditor” is any entity
that regularly extends, renews, or continues credit; any entity
that regularly arranges for the extension, renewal, or continuation of credit; or any assignee of an original creditor who is
involved in the decision to extend, renew, or continue credit.22
Creditors include ﬁnance companies. A “covered account”
is an account used mostly for personal, family, or household
purposes, and that involves multiple payments or transactions. Covered accounts include credit card accounts, checking
accounts, and savings accounts, including such an account
created for the purpose of paying for healthcare.23 A covered
account is also an account for which there is a foreseeable risk
of identity theft.
Under the Red Flags Rule, ﬁnancial institutions and creditors must develop a written program that identiﬁes and detects
the relevant warning signs—or “red ﬂags”—of identity theft.
These may include unusual account activity, fraud alerts on
a consumer report, or attempted use of suspicious account
application documents. The program also must describe
appropriate responses that would prevent or mitigate the crime
and detail a plan to update the program. The program must
be managed by the Board of Directors or senior employees of
the ﬁnancial institution or creditor, include appropriate staﬀ
training, and provide for oversight of any service providers.
While healthcare providers may eventually avoid FTC
enforcement of the Red Flags Rule, insurers managing
consumer-directed healthcare accounts through their own banks
or oﬀering ﬁnancing options for healthcare procedures should be
prepared to incorporate new identity theft programs into day-today operations. Stacked with signiﬁcant HIPAA changes, banks
face escalating regulatory responsibilities and liability.

Controversy has surrounded the application of the Red
Flags Rule, especially with regard to how they apply to healthcare providers who could arguably be “creditors” under the
rule’s deﬁnition. In May 2010, the American Medical Association, American Osteopathic Association, and the Medical
Society of the District of Columbia initiated a lawsuit against
the FTC to exclude doctors and other medical professionals
from the application of the Red Flags Rule. On June 25, 2010,
the U.S. District Court for the District of Columbia entered an
order delaying the FTC’s enforcement of the rule against physicians who are members of the plaintiﬀ organizations.24 The stay
will run until a federal appellate court issues its decision in a
related case involving the application of the rules to lawyers. The
FTC also has agreed to delay enforcement of the Red Flags Rule
for 90 days after the appellate court issues its ruling.

Conclusion
Along with the beneﬁts of integration between the healthcare
and banking industries comes regulatory challenges that cross
industry lines. Providers, payors, and banks must be especially
mindful of new and ever-changing privacy and security regulations that aﬀect each industry.
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